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•& S-Box*l 4-iS<q <y3-§- 7>^1 ^F-'S*!: c-IHe) <y-jL3* £f 

•SJliil^-lr o]^-t»- ■a-s* #*H1 ^l^CAccess) tfl taj] fys. 7) 

(Content ion)* ^)^*>J1 ^a)* 3}di3)-^- ^ Sife ^ ^ ^^feifl 

ZL s.^ol &t}. oil- <H*}<*i a. 1^,2. c -]]o]e1 <y-Jrs|- "SrJLel^-i: A>-§-5V<^ °J-Jr 

SJ-* ^*8*H=- ^-jt^- #*H1 5fl°W. ^H7]2] 41<H# ^-o> <y^5]^ i4| 7fl2j 48«]ES] 

<H = e)li 8 7fl# 4alS^ cflolE] 8 7lH- #^zr>fe 8 7fl<i) S-Box; *)1<H 

»12#^* ■a^^V #71 ^e1#§j]a^ ci^El^aj^^- *)HsRr «>1 



£ 6 

^El#*M, s-Box, *\}o] 7 ] 
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3M&| QS.^ 5S "S-Jiel^l- «>l-g-t!- #^1 {Encrypt ion device using data 

encryption standard algorithm} 

:E1tt U^Sl DES ^^m 1 ^^ A}ols) ^sj. s-Box 

5.3-S- *Hfl7]#ofl n}£. DES o>7l@>*}<i| **|- ^» M-Efiflfe eH^S, 
-£4fe *efl7l^sl DES 14.0] n^oi ^ q-^uflfe eM^ije, 

S.5tt #efl7l#Sl 8^ s(-o|ne^oi -7.3.3] DES «! ^ °fl A 1 ^ £S S-Box *1 
«~»M ^« q-^-Vi ^ltr «-^5L, 

JE6-S- ■& ^"^^ 8^ 34015.^0] DES oHM'^'HH 4-11 S-Box ^l^tHM ^ 

£7£ II S-Box ^1^2r "fi^^l 4-1E S-Box ^l^a) 

610 : -StM-i-aH 620 : S-Box 
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630 : ^BJl-aM 640 : $}<>\7] 



<11> £ ^-g- <S3LZ\- #*H] Ti^LS-, ^f>] cflolB] <#3l3\- <£jL?]^^r o]-§- 

<i2> ^J:^- S^(DES : Data Encryption Standard, DES^r 

Zl ^Sfl 7>^l olcf. Ji^V olEj^J ^o]t} ^3 ^ ^1^1* 

<13> DES^r 7]^^ o_S. 64«]^ °J ^ ^ 64^1 H M.^ <&3Lo]v\ t 64 

Wlm^ 7} ^ & 56*1^7} ^Jl^- ^ ^jrfl-ofl AHi-sqji, 8*1 Mfe 2JMB| 3^} 

-g-o.^ A r *€4. 64W1MS] ^£-(Plain Text ) 56^1^^ 7l(Key)» 

3. *(H 64tilM^l <g-JL^(Ciper Text) ^H^h 

<i4> DES» 7}^€r *13KP-Box), tfl^(S-Box) ne) Jl Ji^KSubkey) 

<ie> il^- ^tiV^y DES o^l^i^^ a>o}^ S-Box *l«r^S] ^JMI^: nM^E-oli}. 
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<17> #7] ill , a}o)^ ^ ffe 32«lH^ ^^Jl &fe 2- 

32*lM^ cflolEl(R(i-l))» *a^^> 48«ms] cflo]E]S Q# 
*}fe ^8-*l«r^(110)£h 48«1M^ cflolE|» ^^JI *1 ^^l^(Key 

Schedule)^-?- Jia^KKj)* <3 3* d > feBl* ^r*8*>fe 

q^i^Al tt.-^o>«.(i20)Sl-, #7l ^^SAlti.-^o>«.(i20)^B]Sl 48^1 eo] ^ojEl 
» 32^}^^ t:-flo]Bls tfl*l *]S*]-fe S-Box ^l^C 130)^4, #7l S-Box ^1*^(130)^ 
32HlM^1 cfl o]e-]# ^-A> *HH>>fe P-Box ^1^(140)^}-, <#7] P-Box *l«r^2] 32*1^ 
*\}o}B\9\- <&&r3}x\^B\°\] safe 32«]^^1 c]lo]El(L(i-l))# <B3*<>> fe 

<is> 7] ^?fl^(Key Schedule)^ 56*lJ=^ 7l(Key)» 28*1^ ^ 

up^o^ z|z]- ^o_s. ^>el SEfe 3=M*}fe 4^^(160, 170)2]- 

^i^^l ^ Ir^-i: <a^<>}- aa^is tf^SM **^lfl^(180)» 

<19> ^^©.S., #7l S-Box ^Yfe 48*lJE£] <9^* ^o}^ 32«lM£l -fl^*> 

fe 8 7flS] S-Box^ 5fl*=K ^, 48*]^ i^M^fe 8 7^ 6*1 ^o^S. ^-^ 

^l*H 8 7flSl S-Box^l 'B^**. °1 8 7fla] S-Boxl-^r 8 7fl^ #3* tfl^^o,^^ 48 «1 
M» 32^M^ S-Box ^l«-^(130)fe ^--^ (Look-up) tfl*l^£- 

x^n*»7}^ fee| <Hej]o](PLA)i4 l-(ROM)^- 7l<^*l» ^cf. 6*1^ 

°1 og^ofl tfl^oj 4tile 4 #^^r>7l tflJfr^fl ^ S-Boxfe 64 X4 ^ 7]^ -g-^oj 

87fl^] S-Box^. 8 X64 X4^ 7l^^l7f ^J^cK uj-e}- 
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<20> 



<2i> -#7) 5.2* #2:e>^ , #Efl7l#S} DES o^lU)^ 2,71 >1 ^1 64«1<= 

2) *gg-(Plain Text) M-^^H ao^l- b 0 » *0l*^:4 ^2«aJ* ^l-8-#^ ^ 

:*111^8fl*l^Ei (AO) (260)2}- ^lli-S-^re)l*l^El(B0)(2OOH ^^tb ^ ?1 i*l#(Key 
Schedule)S.-¥-Ei SL3i7l (K (i) )-i- ^^l- ^7l *U.£€-^ 31*1^^-61 2] 32«1 

cflolEll- Aj-Olsl ^ f(210Hl 2)S)lAl <y-Jrsl- *£*gsH, -#7l *1 ^ fofl cq 

Sfl €*§^ 32h1es) c)lolEl» -# 7 ] *ll 1^31*1^ 2} cflolEls}. ^^5.AlU.-^.0>«. 
(220)^*1 feel^" ^-tt* T^t!^. SEfh # 7 1 2ii^Al a.-^.o>«-^ 32 i31e 

tflolell- ^l#gj(CLKl)* 4^°] ^2«^efl^liEl(Al)(230)«Hl ^Wl-Jl, 
a.S7l(K (i+1 ))» 0 J^^:o> ^-71 ^2^1^ell^iElo)l^^-£|o1 flfe. 32«|J=2l 4M£|« a} 
<=>}*] ^ f(240)» #*>«^ ^^*V^, 32«1S2) cflo]El^. ^-71 ^.^ellxliEl 

(B0)(200)Sl 32H1S.21- oi^sa1«.-^.o>^.(250)' : >11^ uflE^ fee]^- t^^}. 
°12V ^-gr 2 7flS) el-S r ^7> 47fl2l ej-£-j=7} ^ Sjjl o^el" eJ-^JEis] *)U£^ 

^l^liE](A0)(260)2l 32W1E.7J- ^-71 32HlE£q ^ bi 5 7> sl^ D>^n^ ^ = 51 
= Alu.-i2.ol-«.(270) o fl-H 32HlS7> #7l 32«lS2l -fre} bi 6 °l ^4. 

<22> #7l ^l2#el(CLK2)^r ^7] 2fll#3(CLKl)^§- **U1*1 ^^.S ^7} ^1#^(CLK1) 

21 ^71^ «V°>^ ^a^J * ^ $Xt}. #7] *lll#§KCLKl)°l nfl # 7 ] 

Q^]*]^ A021- AH AflS-g- ^=$$3. ^71 ^1#^(CLK1)°1 *}#^- nfl ^-71 5. 

^-^JHl^l^El B02f BH Afls.^ ^^ck 
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<23> £3-8- #2fl7l^o)l n)-^ DES oH^*!^ M-E^iflfe Efoltjj^o)^. 

<24> ^-7] £3^- %2ns}# , 32«lM2l -i-g^ a 0 2f b 0 fe S7l 64«] ea] ig-g- 

*ej°l 32H]eo^ ^-g-e}o.s uf^c^^l ^0)57, 32^^^ aQ - ^a^ (Lo ) 7 |. 5^ 

32H1ES] -g-g] b 0 ^ ^.€-^^^(Ro)7V €4. ^-^Jl DES 2o}7} tII^I-tt &-g- bi, b 2 
. ...bie (bi=Ri)el-Jl ?1 i5H1^5l(Ker Scheduler)?} ^7)*j AS 12?] Kj# *r°l 

21 «"^r f°11 °J^S)1^5L^ aflo^l* 32H1M bi^ Tll^Hr 4 

-8-31- tft|.. 

<25> to 9[ tl <HH ao^l- b 0 ^^l 5fl*liE.i A04 B0«H *)U#3(CLKl)*l- *)12#3 

(CLK2H1 S}*)H q-Zf ^^nf. tl 4M->MH bi&(bi = a 0 © f(bo.Ki))* 314*1-71 a]^ 
t 2 °lH !*-§- 3*1^1 Al°l| ^^tf. ©I "A ell^iEl AO^fl <Qn& & a 0 fe 

t 2 *W£ -fr*|7> 3^ ti-t 2 ^*HH bi&-g- Tfl^r^l A}-g-^- ^ ^rf. o] 3) °- 
3 ^ll#^(CLKl)4 *fl2*59(CLK2)«fl filslH 5)1*1 iei Al*)- B07> *11s£ *1#* r 7l 
n&o% «««« *r efl^liei Al°l -Mis* 4|o1e]« aj^-tf ^ Sife t 0 , 

t 2 , t 4 ....ola. efl^liEl KH Afls* n°}^7\ <$%£\±= Al^Kfr ti, t 3 , t 5 ....°14-. 

ti°ll^ efl^liE] B0°fl & boSf t 2 °lH ell^^El AH St bi°l 

t^ts^^HH -R-^5171 nfl&ofl t 3 4M ellxliEl Bl«fl -8-71 *H2«aKCLK2)* A}-g-3H 

b 2 &(b 2 = b 0 © f(bi, Ki))* ^ ^cf. ^ « 0 >^ o.s #7l *f|i# 

3(CLK1)°] «fl t 4 , t 8 , tu, ti 6 °lH ^1^€ b 3 , b?, bn, bi 5 &°) 5)1*1^3 AO 

ofl t 6 , t 10 , t 14 °1H 4|3.* b 5l b9, b 13 2l 31*]^ AH T-i^nl-. SE^- 

^•7) 2fl2#3(CLK2)°l «fl B0°fl^r b 4> b 8> bi 2 , bi 6 &°l t 5 , t 9> ti 3 , t X7 

o)H a^s^, efl^liEl BHfe be, bio, b 14 a1 &©1 t 7 , t n , ti 5 °lH ^1^4. 
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<26> 



<27> 



1- i^^cf. 3E« £3<HH «H 5Ufe ^-g-°fl Afls.* i§«- 1-ej c 0 2f do* t 2 e}- t 3 «IH 
efl^liEl A0^ B0°ll °J3^-<5-3-*) Jg-g- ^ bi ?11 a_v^^ *3 djS* 

31^ ^ 5£^§- °1 ^ to-ti, ti-t 2 , t 2 -t 3 .... ^^cf 4|3.£ sat- 

ire} b;2l- djSl;-§- ^JiSj- SM^Sfl A>olsl ^ f 7 > ^ 7fl^ ^r^t}. rc)-^ 

Al-olsl T^^fe S-Box«^r ® 7fl^ 4-71-S. n^tf 15.7} &CK 

<28> 4^7HS, 47flsl sg^- i-e^ 8.5 #§1 ^-<?> **H ^el^l 4]sH, ^ 

Hfl 7l#2l 8 ^Sl ^-ol=e^oi des o}-7H=5|^o)lAl^ z}- Al^V ^n}!} A>olsl ^ f 7 > tj] 
7 fl*l ^aHI ^^^cf. nj-e)-^ a}o]3| ^» ^ t}^ S-Box-i-g- i-ll 711-^ ^7\s, 

<29> £5fe #efl7l#2l 8^:21 nH^o] DES °>?1 'SH 11 S-Box *1 

«-¥-s) ^ Hj-^-g- q-Ej-vfl l-^£OlCf. 

oo> #7l £5* #S*>^, *efl7l^-el S-Box Ml 7fl# A>-g-*H sWh^o] ^ 

3"* 4^*1-51^- SSU. S-Box *l€-?-fe 48HUM ojej t-flole|# ^>*<H 

32H1JI.S] #3 tflolEll- vflJiifl^ 8 7flSl S-BoxS. ^^s]o] o^. zj-zj-sl S-Box fe 64 X 
4 SI l-(R0M)om- = 5.^7}^ feel c^ei]ol(PLA)S. ^5)^ ^iji e^]E.S\ <H^efli* 
<y^«]-o> 4«lM2l HH^* -t^s>^- *Hl33.(pathl)» -?-«ls}.i7 ^flsj S-Box *1 

^oflfe- ^s. t^-s- ^l^S.(pathl)sq- 2)l2^S(path2)£l- *H333.(path3)2l- ^4^S 
(path4)7> #5} 3-2-3. ^^fltbcf. 
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<31> 



^efl ^ 7 ]9\- £o] ^ s r\s. ^^ 7 \ #e)^o.s. S-Box 



^F-^^cHl ^^.tb 7]^^1# -§-aH) <*Hli (Access)^) «Hr ?i?l^(Data 
contention) -§-*))» afl^t}. zielJl a ^ s-Box ^9 *}-%-^B.3. 

<32> ^ 7 ]S\- ^-gr #2fl7l#Sl *fl«*M *M 3-2-3.*), ^ 

^li(Access) Alttol lfl afl raV-g- 7l<3#*l« Aj-g-sH ^<H*» *1*HI ^M^f. ^ a, q 

<33> s.^^. ^s>7l fl*>°i ^lfe cfloiE] ^s}- s§ ^jie) 

#* a>**M Qsi&m- -r^*ffe tfis?- SM^i, *M7laj ^3=1 

§j€ 48alS 6W1SS) <Hi=5ll^ g 7fl# <y^ , &o> 4V]^9] 8 7fl-i- #§j5Rr 

8 S-BOX! ;«M7ia| «Vo> Aj- 7 ) 4H1EOJ tfl o] ^ # vfl7fla *afl*fe c?^El# 

«H; 31 ^]i#^4 *)12#3* <a^^> ^-71 -33*^*1^ cl?Ej*^q* aflo^^ $ 

<^7l§ if-SH ol =-ol^nf. 
<34> ol*>, ^o] #*>^r 71 #-§-0)0,1 Al 7>^1 7,f7> -g- 7l#3 
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<36> ^-71 £6* , -g- ij-^si s-box -ir^^r *)H7i^ *i)oi# <ims\^ 

7fl2l 48«1S^ cJMe) ^ofl ^QjsRr ^ElS^M (610)5*-, #7l ^m] (610) 

<HH 48«1S f^H 6«lS2l <Hs.Blli 8 7fl» <a^^f t-flo]^ 8 7fl» 

#3*Hr 8 7fl<q S-Box(620)5q-, *lH7lS} «>o> ^ 4 HjEo} £|ol£|« Li| 7 flS. ^ 

«UsRr cl^El#gjAi(630)fif, *fll#^(CLKJO*|- ^12#^(CLK_B)» <a^^-°> £3* 

<37> ^efls] cj-U II S-Box^ -g- 4-iS S-Box^l M-^fe Efoj 



<38> #7] £7* ^*>^, -g- ^<H1^^ ^M^M ^^=1^ 1-11 «fl7> ^)]1#^ 

(CLK_A)*}- *ll2#ej(CLKJB)* °l-§-S}<H 1-(R0M)* q Afl i (Access )SH=-H1 ^-8-S>- <4!A#* 
%M8*ltlcK A *\Q tj-tj+i^H ^ll^S.(pathl)2f *H2>gS.(path2)sl- ^13^3. 
(path3)sl- /Hl4^S.(path4) ifr -a^s>fe- "a^^ajA^o]] cqsj] a]^.^ 

S.(pathl)Sl- ^l2^S.(path2)SJ- *)l3^3.(path3)Sl- >i]4^S.(path4)7> 7^^1S 
cflolEl ^^(Data Contention) Sfl^tb^. 
<39> i7 o)l £ a1^ HVef ^-ol tT-ts^^^-H b?, d 5 , f 3> hr§- 7)1^^71 ^«flA^ 4 ^ 

S-Box-f- s]-^ ^)Afli(Access)^-* ^ t r t; +1 <*IH 4 7flsl ^ 



<35> 



£6-2- 8^-21 sH^e}"?] DES °]. ? i<aisHH 4-IS S-Boxa] ^* M-e} 
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a cWl 21^^- ^)<H7H <g^Slfe if ufl afll^CCLKJO^ *112#3(CLKJB) 



<4o> it*§e\ y\ # ^>#£- #71 H}^ 1 ^ ^^H]o)i nq-ei- ^-^^ 0.3. 7l#s)^o_i4 # 

■& 7l£ ^>sl f-^-sl &&7}e±# £ ^si 7l# igflviHH cf<y= 



[^21 

<4l> #71 SI- ^o] ^ S-Boxi ^- 7fl-?> S-Box7> *l-*l*Kr # 

2fl7l^ofl alSfl 1/43. ^isV^cl-. atl- o^El ^EflSl DES ^ 
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I^T 1 * 1] 

^\o]b\ #s.q s.& -a-Jiel^* -M~8-*H <&S.SM ^<8*>fe- °J"J:^ 
5fl<>H. 

t-flolEl 8 711 # #^*Re 8 7fls1 S-Box; 

*ll2#3-§- -a^^> ^-71 ^Eii-giA^ ci^^#g]^# *)HsRr ^<H7l 



3] 

*ll 1 *M 5a°H, 



[^*<h 2] 
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IS. 1] 




6-bit address 


S-Box Permutation 


| ^/ 48-Bit Input 
















S-Box 1 S-Box2j|s-Box3 S-Box 4 S-Box 5 S-Box 6 


S-Box 7 1 S-Box 8 
















[_ \ 32-Bit Outp 


ut 




^ 4-bit data 
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[51 2] 



CLK1 



Kom> 



CLK1 
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[5= 3] 



to ti h ta t4 ts ts t7 te to tto tn 1 12 tts tu tts tts t ir tis tio 

I I I I I I I I I I I I I I I I. I I I I 

1 1 I 1 I I l l l l 1 1 I f I l l I 

J L 



! ao ! 

r-Bol 
LZ A i] 



CLK1 



CLK2 



ao 



1 1 1 
J ' 1 



bs 



br 



bo 



b4 



bi 



bs 



bti 



ba 



be 



bis 



_L 



bi2 



bo 



bis 



bio 



bu 



1 

I 1 \ 1 1 r i 1 j r 1 1 1 1 1 1 n i j \ 

1 1 1 . 1 1 1 i 1 i 1 1 1 1 1 1 1 1 1 1 

1 1 1 f 1 1 1 1 1 1 1 i 1 1 1 1 1 1 1 

1 1 ) i i 1 1 i 1 1 1 1 1 i 1 1 1 1 1 

■ 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 

< 1 1 1 1 1 1 1 1 1 1 1 1 1 1 i 1 1 1 

j j i I I I I I I I I I I I I I I j I i 



Data In 



8.5 cycles 



Data Out 
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[51 4] 



AO 



I 



r-BO-> 

[I A i] 
L B iJ 



CLK1 



to ti t2 ta t4 ta ta t7 ta tg tio tn t» tia tu tts tia ti7 tie tio 
I I I I I I I I I I I I I I I j I I I I 



I I l I I t I 
I 1 | I 1 1 L 



ao 



Co 



ba da 



br 



dr bn I dn bis I dis 



1 


bo I do 


b4 | d4 


ba | da 


bi2 


di? | bio | c 


19 




bi | <j 


i 


bs | c 


5 


bo 


c 


g | bis 


dia 






1 


b 2 | c 


2 | be | C 


a | bio 


dio | bu | c 





! I l l. I I I I i I I I I I I I l i I i 
I i l l I l I I l l I I I I I I l l I 
l l l l l I l l l l l l l I I I l l 



I I I I I I I I I I I I I I I I I I I 

I 

t 



1 ' 

1 1 

t I i 

i ^ i i 



I Data 1 In 



i, i 



-i — r i 

' ■ ! 



i i 



i i i i i i i i i i i i i i 

i i i i i t i i i i i i i i 

) i i i i i i i i i i T I i 

i I I I l I i I I I I I i i 

8.5 cycles j j j j »| | j 

i ! ! j i ! i i i 1 1 Dotal Out 1 1 

\ i t i i i i [ ! |L - 1 — i — Hi 

i t t i i i i t i i i i i 

i i i i i i i I 



Data2 In 



8.5 cycles 



Data2 Out 
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l5L 5] 
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[5L 7] 



CLK1 
CLX2 

*>■ 

d, 

fi 
h, 

bi. di. fi. h, 
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